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Verifiable Vector Aggregation in Federated Learning via Rational
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GHOST: Gradient-guided Hierarchical Optimization for
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Amir Bajalan, and Masoumeh Safkhani

An Uncertainty-Aware Deep Reinforcement Learning Framework
for Adaptive Malware Detection Under Concept Drift
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Collaboration-based Privacy-Preserving Firewall for Home
Networks
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MARS: A Multi-Agent Framework for Cyber Range Scenario
Gizli‘elration, Evaluation, and Deployment
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Ahmad Karimi, and Bijan Alizadeh

GRACTA: Graph-Centrality-Guided ATPG Framework for
Hardware Trojan Trigger Activation

Vahid Soleimani Hesari, Iman Mirzaali Mazandarani, Sadegh Sadeghi,
and Nasour Bagheri

Statistical Ineffective Persistent Faults on Lilliput-TBC-11-128 and
SCENERY-64/80

Sepide Sadeghi Mehr, Raziye Salarifard, and Fartash Abdul Qadir

Designing Stealthy Kleptographic Backdoors in AES-256 CTR
DRBG: Statistical and Machine Learning-Based Evaluation

Mahdi Faraji

PHALANX: A Reproducible Multi-Vendor Framework for
Structural Firewall Policy Analysis and Finding Prioritization

Ehsan Nokandi, Mohammad Hossein Khosravi, and Maryam
Azadmanesh

DualShield: Confidence-Aware Selective Escalation for
Lightweight IoT Intrusion Detection and Post-Gate Novelty
Analysis

Behnam Amiri, and Yousef Darmani

Golden Path Discovery: A Transparent, Weighted Algorithm for
Prioritizing Attack Paths in Enterprise Active Directory Networks
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A Latent Feature-Based Medical Image Encryption Framework
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A Review of Security and Privacy in Federated Learning: Attacks,
Defenses, and Open Challenges
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CredentialBound-FL: Verifiable Account-Level Sampling Across
Multiple Devices
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Reconstructing Multi-Stage Attack Chains Using a
Context-Enriched Cyber Security Knowledge Graph
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VishConv: A Lightweight Hybrid Deep Learning Framework for
Raw-Byte Malware Detection
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Evaluation in Large Language Models

Morteza Taheri, Sajad Haghzad Kldibary, and Mohammad Hesam
Tadayon

Benchmarking Data-Level Imbal -Handling Techniques for R el

IoT Intrusion Detection: A Cross-Dataset Evaluation on IoT-23 Suol 3 (5
and CICIDS2017

(= Ly HS VoK P

Soheme Sar

W Lo S jemoole (gilude sl s mbe Mg Bgd g (S 2925l
25489 (5l Sy g 4 ey

Seyede Marzieh Sadat Madani, Ehsan Mahdavi, and Hamid Mala

The Agile Forensic Collector: Automated Forensic Evidence
Recovery from Ephemeral Container Layers in
Living-off-the-Land Attacks
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Title

Data Governance and Data Sovereignty in a Fragmenting
World

Dr. Reza Sohizadeh

Cybersecurity Director
@PwC, Norway

Abstract

As Al accelerates data use, cloud dependency deepens, and geopolitical uncertainty grows, or-
ganizations face a pressing question: when sensitive data is shared across institutions, clouds
and jurisdictions, who actually retains the authority and capability to govern its use?

This keynote distinguishes data governance from data sovereignty) and shows why neither
is sufficient without the other. Along the way, the presentation examines: *How governance
rules translate into real controls and evidence, using data classification, access policy and data
loss prevention as working examples.

*Why data sovereignty has at least six distinct dimensions — legal authority, location, ad-
ministrative control, cryptographic control, portability and continuity — and why most sovereignty
debates focus on only one.

*How the current geopolitical landscape, including shifting transatlantic technology policy,

has intensified a sovereignty debate with deeper roots.
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Title
Single-Server Private Outsourcing of zk-SNARKSs
Dr. Kasra
Abbaszadeh
University of Maryland,
College Park

Abstract

Succinct zero-knowledge arguments (zk-SNARKSs) enable a prover to convince a verifier of the
truth of a statement via a succinct, efficiently verifiable proof without revealing any additional
information about the witness. A barrier to the practical deployment of zk-SNARKSs is their high
proving cost. With this motivation, we study server-aided zk-SNARKSs, where a client/prover
outsources most of its work to a single, untrusted server, while the server learns nothing about
the witness, the statement, or even the proof. We formalize this notion and show how to effi-
ciently realize server-aided proving for widely deployed zk-SNARKSs such as Nova, Groth16,
and Plonk.

The key building block underlying our designs is a new primitive, encrypted multi-scalar
multiplication (EMSM), which enables private delegation of multi-scalar multiplications (MSMs).

We construct an EMSM from variants of the LPN assumption in which the client does O(1)
group operations, while the server’s work matches that of the native plaintext MSM.

We implement and evaluate our constructions. Compared to local proving, our techniques

lower the client’s computation by up to 18% and reduce the proving latency by up to 8x.
Biography

Kasra Abbaszadeh earned his Ph.D. in Computer Science from the University of Maryland,
College Park, where he was advised by Prof. Jonathan Katz. His research spans applied cryp-
tography and computer security, with a recent focus on cryptographic proof systems and their
applications to privacy and verifiability in information systems. During his doctoral studies,
he was a Student Researcher in the Private Computing group at Google. He holds a B.Sc. in

Electrical Engineering from Sharif University of Technology.
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An Uncertainty-Aware Deep Reinforcement Learning Framework for
Adaptive Malware Detection Under Concept Drift

Amir Bajalan, Masoumeh Safkhani
Shahid Rajaee Teacher Training University

Abstract: Evasive, rapidly drifting malware challenges classifiers that must output a defini-
tive label regardless of confidence, causing severe performance loss and escalating decision
costs in non-stationary environments. We propose an adaptive deep reinforcement learning
framework that couples dynamic multi-objective reward weighting with an uncertainty-aware
reject option, replacing the static reward topologies of prior Reinforcement Learning (RL) de-
tectors. An Adaptive Meta-Controller continuously recalibrates the trade-off among detection
accuracy, reject quality, and decision cost, while an adaptive confidence threshold and dynam-
ically scaled temperature govern exploration-exploitation and let the agent abstain from classi-
fying highly ambiguous samples. Robustness is evaluated under a strict chronological train-test
protocol on EMBER, BODMAS, and KronoDroid. The proposed method consistently outper-
forms static-reward RL policies and a supervised deep learning baseline in Accuracy, F1-score,
and Matthews Correlation Coefficient (MCC), reaching 99.50% Accuracy, 99.52% F1-score,
and 99.00% MCC on BODMAS, and 97.20% F1-score with 93.68% MCC under the severe
temporal drift of EMBER 2018—a 5.30-point F1 gain over the strongest RL baseline in that
regime. By jointly optimizing sample-adaptive abstention and classification under realistic drift,
the framework attains its best performance on BODMAS while sustaining resilience across all
three benchmarks, establishing a practical paradigm for automated, uncertainty-aware malware

triage.

Keywords: Cybersecurity, Malware Detection, Deep Reinforcement Learning, Selective Clas-

sification, Multi-Objective Optimization, Adaptive Learning
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Statistical Ineffective Persistent Faults on Lilliput-TBC-11-128 and
SCENERY-64/80

Vahid Soleimani Hesari', Iman Mirzaali Mazandarani?, Sadegh Sadeghi®, Nasour Bagheri*

!Shahid Beheshti University - 2Tarbiat Modares University - *Institute for Advanced Studies in
Basic Sciences (IASBS) - *Shahid Rajace Teacher Training University

Abstract: This paper applies Statistical Ineffective Persistent Faults Analysis (SIPFA) to the
32-round Lilliput-TBC-II-128 v1.1 and the 28-round SCENERY-64/80 under four settings com-
bining known or unknown persistent faults with detection- or infection-based countermeasure
models. In the fixed software experiments on Lilliput-TBC-II-128, one corrupted entry of the
shared 8-bit S-box biases all eight lanes. The complete final-round tweakey is recovered in
all four settings, while the known-fault detection and unknown-fault infection settings also re-
cover the penultimate-round tweakey. These two tweakeys define a rank-128 linear system
whose unique solution is the 128-bit master key. In SCENERY-64/80, eight lane-specific runs
recover the complete 32-bit final-round subkey in each known-fault setting. In the unknown-
fault settings, evaluating 2%° active-subkey hypotheses identifies the fault location and input
and recovers 18 of the 20 active subkey bits. The remaining four hypotheses form a structural
equivalence class under the reconstructed variable and the statistical observations considered.
The SCENERY results are further evaluated over 100 independent trials. All experiments use
a software-based single-entry persistent S-box fault model without missed injections, multiple

faults, or observation noise.

Keywords: Statistical Ineffective Persistent Fault Analysis, Persistent Fault Analysis, Feistel

Ciphers, Lightweight Cryptography, Key Recovery
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Boomerang Attack on Reduced-Round LTLBC

Elnaz Danayan', Atiyeh Mirzaie?, Siavash Ahmadi®, Shahram Khazaie', Mohammad Reza
Aref?

'Department of Mathematical Sciences Sharif University of Technology, 2Information Systems
and Security Lab (ISSL) Department of Electrical Engineering Sharif University of
Technology, *Electronics Research Institute Sharif University of Technology

Abstract: With the growing demand for security in the Internet of Things (IoT), lightweight
block ciphers have become increasingly important due to their ability to provide security under
strict resource constraints. This paper analyzes the security of a newly proposed SPN-based
lightweight block cipher, LTLBC, recognized for its low-latency property. We evaluate the
resistance of LTLBC against boomerang cryptanalysis. Our approach combines a systematic
search for differential trails using SMT solvers with experimental verification of boomerang
probabilities via experimental sampling. Following a step-by-step methodology, we construct a
6-round boomerang distinguisher, which is further extended to an 8-round key-recovery attack.
The resulting attack has a time complexity of 219344 a memory complexity of 24 bytes, and
a data complexity of 251, In addition, we present a 7-round distinguisher with a probability
of 276244 To the best of our knowledge, this work presents the best cryptanalytic results on
LTLBC to date, providing new insights into its security margin against advanced differential

attacks.

Keywords: Boomerang Cryptanalysis, LTLBC, Block cipher, IoT
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Designing Stealthy Kleptographic Backdoors in AES-256 CTR_DRBG:
Statistical and Machine Learning-Based Evaluation

Sepide Sadeghi Mehr, Raziye Salarifard, Fartash Abdul Qadir
Shahid Beheshti University

Abstract: Deterministic random bit generators (DRBG) serve as trust anchors for cryptographic
keys, nonces, and ephemeral secrets. In black-box deployments, however, a malicious imple-
menter can covertly leak internal state information through the output stream while maintaining
statistical properties comparable to the original output. This paper presents an empirical study of
an AES-256-based CTR DRBG prototype augmented with a kleptographic channel that enables
recovery of the embedded 48-byte seed via a 108-byte hybrid-encryption payload. The payload
integrates X25519 key agreement, HKDF-SHA256 key derivation, and AES-GCM authenti-
cated encryption. A 32-byte ephemeral public key serves as a synchronization header, while the
remaining 76 bytes are scattered at SHA-256-derived positions. Baseline and modified streams
are evaluated using NIST SP 22-800 and a 2-20-30-6 multilayer perceptron predicting the next
bit from a six-bit context. Both the modified and baseline streams satisfied the NIST SP 22-800
acceptance criteria. Mean ANN prediction accuracy is 500248.0 for the baseline stream and
500150.0 for the modified stream, whereas a weak LCG baseline reaches .591714.0 The im-
plemented recovery procedure successfully reconstructed the embedded seed in the evaluated
experiment. These findings indicate that, under the evaluated statistical and learning-based de-

tectors, the modified implementation was not distinguished from the baseline implementation.

Keywords: CTR DRBG, Kleptography, Backdoor, NIST STS, Artificial Neural Networks
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GRACTA: Graph-Centrality-Guided ATPG Framework for Hardware
Trojan Trigger Activation

Ahmad Karimi, Bijan Alizadeh

University of Tehran

Abstract: Hardware Trojans that activate under rare internal conditions are difficult to detect af-
ter fabrication, especially when their triggers depend on multiple inputs. Existing test-generation
methods can improve trigger activation, but many are not scalable and provide limited coverage
of multi-input triggers. This paper presents GRACTA, a graph-centrality-guided automatic test
pattern generation (ATPG) framework for hardware Trojan trigger activation. GRACTA rep-
resents a gate-level netlist as a directed graph and uses betweenness, degree, and eigenvector
centrality to identify structurally important ATPG targets. Test vectors are generated for the less
probable logic value of each node, or for both logic values when their probabilities are equal.
Probability-based controllability is used to identify rare nodes, SAT-based analysis removes in-
feasible two- to eight-input trigger combinations, and circuit simulation evaluates the coverage
of the remaining feasible combinations. Experiments on the ISCAS-85 benchmark circuits show
that GRACTA reduces the test-set size by an average factor of 167 while improving the mean

trigger coverage by approximately 27.2 percentage points compared with a related method.

Keywords: Automatic Test Pattern Generation, Graph Centrality, Hardware Trojan, Rare Nodes,

Testability Analysis
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PQ-PACKA: Post-Quantum Password-based Authenticated Continuous
Key Agreement

Sajjad Rezaei Adaryani, Hamid Mala, Mohammad Reza Saeidi
University of Isfahan

Abstract: Continuous Key Agreement (CKA) schemes facilitate the continuous generation of
fresh keys in secure messaging applications using ratchet mechanisms. Most existing CKA
schemes have only been analyzed against passive adversaries and lack built-in authentication.
Other continuous key agreement schemes that do provide authentication properties rely on hard
problems that are vulnerable to quantum attacks, creating a need for secure post-quantum de-
signs. This paper presents a new post-quantum password-based ACKA scheme that, in addi-
tion to achieving sender authentication, offers very low bandwidth overhead compared to other
quantum-resistant CKA schemes. The proposed scheme combines Ding’s key exchange scheme
and Lamport’s authentication scheme within the continuous key agreement setting, providing
a post-quantum continuous key agreement scheme with competitive computational complexity

and low communication overhead.

Keywords: Authentication, Continuous Key Agreement, Password, Post-Quantum Cryptogra-

phy
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GHOST: Gradient-guided Hierarchical Optimization for
Semantic-preserving Attacks on Feature-Based ML Systems

Mohsen Seddighi, Mahdi Mollazadeh, Hamidreza Lashkarian

Imam Hossein Comprehensive University

Abstract: Deep learning classifiers deployed in high-stakes domains such as network intrusion
detection, financial fraud detection, and medical diagnosis increasingly rely on hand-crafted fea-
ture vectors rather than raw inputs. Despite growing interest in adversarial robustness, existing
attack frameworks predominantly target raw pixel spaces using uniform perturbation budgets
(L, norms), ignoring the heterogeneous nature of feature-vector domains where each feature
carries distinct semantic importance and domain-specific constraints. This paper introduces
GHOST, a general-purpose framework for generating semantic-preserving adversarial exam-
ples in feature space. GHOST contributes four key innovations: (1) a 5-tier Feature Constraint
System (IMMUTABLE, BOUNDED, FUNC, STEALTH, FREE) that encodes domain-specific
feature criticality; (2) SHAP-weighted Gradient Masking with a tunable  parameter control-
ling the Pareto trade-off between attack success rate (ASR) and anomaly-detector evasion (IF-
Pass); (3) a unified optimizer, the Consistency Engine, that combines Multi-Start Initialization
(MSI), cosine-decay momentum, gradient consensus, and the ghost clip projection as a sin-
gle executable core; and (4) two novel metrics, Utility and Integrity, for quantifying semantic
preservation. We evaluate GHOST on the CIC IoT 2023 dataset with 24 multiclass neural clas-
sifiers across 4 architectural families and 6 attack classes. GHOST achieves 93.4% ASR and
43.0% IF-Pass under its ASR-optimized setting, 61.4% ASR and 64.7% IF-Pass under its stealth-
optimized setting, and 96.4% ASR with 64.9% IF-Pass under a class-specific adaptive policy,
while maintaining approximately 75.5% Ultility and at least 98.5% Integrity. The framework

also adapts conceptually to financial fraud, ECG diagnosis, and image classification.

Keywords: Adversarial machine learning, Feature-space attacks, Anomaly detection, Semantic

preservation, [oT security, Constraint-aware
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PHALANX: A Reproducible Multi-Vendor Framework for Structural
Firewall Policy Analysis and Finding Prioritization

Mabhdi Faraji

Takian co.

Abstract: Firewall rulesets continuously change as networks evolve. Rules introduced under
operational pressure may later become redundant, conflict with existing rules, or unintention-
ally expand access beyond their original purpose. These issues are policy-management defects
rather than software vulnerabilities, and periodic manual audits are often insufficient for tracking
gradual policy drift. This paper presents PHALANX, a reproducible framework for structural
firewall policy analysis across multiple platforms. PHALANX uses separate native parsers to
map platform-specific configurations into a unified policy model that preserves the distinction
between an unsupported concept (N/A) and an explicitly unrestricted value (any). A shared de-
terministic analysis engine identifies five classes of structural findings and assigns configurable
prioritization scores while maintaining traceable evidence for each detected relation. The con-
trolled benchmark comprises 2,503 rules across five platform-specific renditions of a shared
policy intent: FortiGate, Palo Alto, pfSense, OPNsense, and IPImen. Following multidimen-
sional predicate validation and anchor-level aggregation, PHALANX reported 970 structural
findings across the five configurations; this count represents reported outputs, not independent
incidents. In a stratified expert review of operational relevance, 74 of 100 findings received
the genuine label. The raters showed 94% raw agreement (Cohen’s x = 0.84; 95% bootstrap
CI: [0.70,0.95]). This proportion describes the reviewed sample and is not an estimate of pre-
cision across all reported findings. In the synthetic scalability experiment, detector execution
on the 3,383 enabled rules in a 4,000-rule policy took 54.62 seconds on the reported hardware.
This measurement covers detection only; peak memory and end-to-end configuration processing

were not measured.

Keywords: Network security, Configuration drift, Firewall policy analysis, Misconfiguration,

Deterministic anomaly detection, Multi-vendor normalization
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The Agile Forensic Collector: Automated Forensic Evidence Recovery
from Ephemeral Container Layers in Living-off-the-Land Attacks

Seyede Marzieh Sadat Madani, Ehsan Mahdavi, Hamid Mala

University of Isfahan

Abstract: Containers are ephemeral by design. When a container is removed, its writable
filesystem layer (UpperDir) is deleted with it. This layer may be the only record of an attacker’s
activity. Living-off-the-Land (LotL) attackers can exploit this by removing the container as
soon as they achieve their objective. On our testbed, the layer disappeared a median of 514
ms after docker rm -f. We present the Agile Forensic Collector (AFC), a host-side agent with
three layers. The Observation Layer arms containers started with dangerous configurations and
triggers collection when an armed container is deleted. The Agile Discovery Layer resolves Up-
perDir from the kernel mount table without querying the container runtime. The Preservation
Layer retains the whole layer with hard links and then packages it with SHA-256 digests. In four
LotL scenarios, AFC made evidence safe with median latencies of 7.2-1.2 ms and recovered the
artifact in every trial. Methods that must first find the artifact needed 9.5-23.0 s. When removal
was already under way, AFC recovered 20 of 20 artifacts up to 300ms after the command and 14
of 20 at 500 ms. A direct runtime API copy with the artifact path supplied in advance matched
AFC up to 300 ms. In 80 end-to-end trials without manual triggers, AFC preserved the evidence
every time, with a median latency of 8.3 ms from the container event. Retention takes about 68

ms per 1000 files, so layers with thousands of files can exceed the window.

Keywords: Cloud-Native Security, Container Forensics, Incident Response, Threat Hunting,

Union Filesystem
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EPF-Bench: An Extended Persian Benchmark for Fairness Evaluation in
Large Language Models

Maryam Azadmanesh
University of Birjand

Abstract: As Large Language Models (LLMs) are increasingly integrated into Persian-speaking
societal and industrial domains, ensuring their ethical alignment and fairness is critical. How-
ever, evaluating fairness in Persian remains a significant challenge due to the lack of culturally
nuanced benchmarks and the sensitivity of models to prompt formulation. This study introduces
EPF-Bench, an extended Persian benchmark designed for the multi-dimensional evaluation of
fairness in LLMs. By systematically expanding 200 source stereotypes into 1,400 rigorously
controlled instances across seven distinct templates, our framework evaluates model behav-
ior under ambiguous contexts, explicit evidence, counterfactual substitutions, and source fram-
ing. We evaluated five state-of-the-art LLMs (GPT-6.5 Sol, Claude 5 Sonnet, Gemini 1.3 Pro,
DeepSeek V4 Flash, and Qwen 3) using metrics such as Accuracy, Recall, Epistemic Avoidance
Rate (EAR), and Framing Sensitivity Rate (FSR). Our findings reveal that while most models
perform well in evidence-rich scenarios, they exhibit significant systematic bias and epistemic
failures in ambiguous contexts. Specifically, models like Qwen 3 show high propensity for
stereotypical guessing (low EAR) and extreme sensitivity to superficial framing (high FSR),
demonstrating that fairness in Persian LLMs is deeply tied to internal priors and decision stabil-
ity rather than mere linguistic proficiency. The complete benchmark dataset is publicly available

at https://github.com/maryamazadmanesh/EPF-Bench.

Keywords: Bias Evaluation, Fairness Metrics, Large Language Models, Persian Benchmark,

Prompt Framing, Social Stereotypes
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Verifiable Vector Aggregation in Federated Learning via Rational Audit
Scoring

Ali Rahimi, Siavash Ahmadi, Babak Hossein Khalaj
Sharif University of Technology

Abstract: Aggregation is the cornerstone of federated learning, yet clients have no practical
way to verify that the server has correctly computed the global model update. Existing so-
lutions based on cryptographic verifiable computation provide strong integrity guarantees but
incur substantial computational overhead, limiting their practicality in large-scale federated sys-
tems. We propose a lightweight alternative based on rational audit scoring, in which each client
evaluates a Brier reward function against the server’s claimed aggregate, making truthful re-
porting the unique reward-maximizing strategy for a rational aggregator. We introduce two
audit protocols, a single-coordinate protocol and a multi-coordinate protocol, that offer differ-
ent computation—reliability trade-offs. We prove that both protocols provide the same expected
audit gap, proportional to the squared deviation between the claimed and true aggregate, while
the multi-coordinate protocol substantially reduces the variance of the audit score, producing
a more stable audit signal. We clarify the cryptographic assumptions, formalize an adversary
model covering equivocation, client honesty, and Byzantine behavior, discuss privacy implica-
tions, and compare with cryptographic and incentive-based alternatives. We further implement
both protocols in a simulated federated prototype learning environment, and experimental re-
sults closely match the theoretical analysis, confirming the predicted audit gap and the improved

detection reliability of the multi-coordinate design.

Keywords: Federated learning, Rational Proofs, Brier Score, Verifiable Aggregation, Federated
Prototype Learning
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MARS: A Multi-Agent Framework for Cyber Range Scenario
Generation, Evaluation, and Deployment

Shakiba Nazem, Mojtaba Khalili, Ali Fanian
Isfahan University of Technology

Abstract: Realistic cyber range scenario generation remains a challenging and time-consuming
task due to its strong reliance on expert knowledge and manual design. Although large language
models have recently been employed to assist scenario generation, existing approaches typically
utilize them in isolated stages rather than within an integrated framework. This paper presents
MARS, a multi-agent framework for automated cyber range scenario generation and deploy-
ment. The proposed framework employs specialized agents to acquire user requirements, select
vulnerable machines, construct attack scenarios, generate Docker Compose configurations, and
automatically evaluate the quality of the generated scenarios. An Evaluation Agent assesses each
generated scenario against predefined quality criteria and, when necessary, requests regenera-
tion to improve the generated output. The proposed framework was evaluated using 100 cyber
range scenarios, which were independently assessed by cybersecurity experts based on user re-
quirement satisfaction, realism, service and machine diversity, technology freshness, and attack
scenario consistency. Experimental results demonstrate that MARS automates the cyber range
scenario generation workflow, including deployment configuration generation, while producing
realistic and consistent scenarios. Furthermore, the Evaluation Agent showed strong agreement

with expert assessments, indicating its potential for automated scenario quality assessment.

Keywords: Cyber Range, Large Language Models, Multi-Agent Systems, Automated Scenario

Generation, Docker Compose
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Collaboration-based Privacy-Preserving Firewall for Home Networks
Yasamin Rahimi Sadegh, Sajad Shirali-Shahreza
Amirkabir University of Technology

Abstract: The rise of IoT devices has increased security risks, requiring faster and more ef-
fective defenses. Although home gateways are the first line of defense, they struggle against
advanced threats. Current learning-based detection methods offer speed, but face scalability
and privacy issues in distributed IoT environments. To address this, our research proposes a
collaborative firewall using federated learning. It enables attack detection at the gateway while
maintaining raw training records on participating clients. The firewall employs federated tree
models that exchange training summaries with an aggregator rather than centrally collecting
raw gateway traffic. On Edge-IloTSet dataset, our feature selection reduces the number of input
features from 61 to 22, cutting training time by 75% and per-packet inference time by more than
65%, while the accuracy slightly reduced from 93.6% to 92.53%. When the federated training
was used, the accuracy slightly increased to 93.8%. This shows that collaborative training did
not reduce detection accuracy in our setting. Our framework combines local attack detection,

collaborative training, and reduced feature and execution costs for smart-home security.

Keywords: Federated Learning, Firewall, Smart Home, IoT Security
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Verifiable Homomorphic Server-Aided Computation Outsourcing with
Remote Data Integrity Checking: A Quantum-Resistant Approach

Zahra Keshavarz Rezaei, Mohammad Ali
Amirkabir University of Technology

Abstract: Cloud computing allows users store large amounts of data and run computations on
remote servers instead of locally. Because the server is run by an untrusted third party, users need
a way to check that their data is unchanged and that computations perfumed on their behalf are
correct. Remote Data Integrity Checking (RDIC) addresses the first need: it lets a client publicly
audit outsourced data without downloading it. However, existing RDIC schemes focus on the
integrity of stored data and do not verify computations performed on it. As a result, users who
need both storage auditing and delegated computation have to rely on separate mechanisms. We
propose a scheme that enables public RDIC for both outsourced data and computation results
while supporting the homomorphic evaluation of leveled arithmetic circuits over authenticated
blocks. Computed results are periodically re-authenticated through a short interactive refresh,
keeping the evaluated values within the supported bound and preventing the server from adding
forged data. This refresh requires a fixed, small amount of client work, independent of the
computation size. We prove the correctness of our construction and demonstrate its security in
the random oracle model under the R-SIS assumption, providing post-quantum security for both

outsourced storage and delegated computation.

Keywords: Remote Data Integrity Checking, Homomorphic Signatures, Lattice-Based Cryp-
tography, Post-Quantum Security
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A Latent Feature-Based Medical Image Encryption Framework Using a
Convolutional Autoencoder, Latin Square, and AES

Mohammad Heydari, Ebrahim Zarei Zefreh, Mohsen Kiani

University of Isfahan

Abstract: Medical image encryption has become increasingly important with the rapid deploy-
ment of the Internet of Medical Things (IoMT), where resource-constrained devices require ef-
ficient processing and secure data transmission. This paper proposes a latent feature-based med-
ical image encryption framework centered on a lightweight convolutional autoencoder (CAE).
The CAE generates a compact 64 x 32 x 32 latent representation from 512 x 512 grayscale
medical images while preserving spatial information through a constrained bottleneck without
encoder—decoder skip connections. The latent features are quantized to 8-bit values and re-
arranged using a key-dependent Latin square whose permutation vectors are generated from
domain-separated HKDF-SHA-256 key material. The resulting byte stream is protected using
AES-256-GCM, providing authenticated encryption and ciphertext integrity. Experiments on
the NYU fastMRI knee dataset show a validation SSIM of 0.91 and PSNR of 35.26 dB for the
selected Ultra-light CAE. The quantized latent representation contains 65,536 bytes compared
with 262,144 bytes for an 8-bit 512 x 512 image, corresponding to a nominal 4 : 1 reduction
in raw payload size before encryption metadata. The encrypted representations exhibit near-
maximal entropy of approximately 7.997 bits and negligible linear correlation, while one-bit
key variations produce BCR values close to 50%. The Ultra-light model uses 350,623 trainable
parameters and achieves 95.9% of the Heavy model’s validation SSIM while requiring 25.2%
of its parameters. These results demonstrate a practical trade-off among latent representation
compactness, reconstruction fidelity, computational complexity, and authenticated protection

for secure medical-image transmission in [oMT environments.

Keywords: Medical image, Latent feature encryption, Convolutional autoencoder, Latin square,
AES
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A Review of Security and Privacy in Federated Learning Attacks,
Defenses, and Open Challenges

Nafise Aghouee, Farhad Rahmati, Amin Hosseingholizadeh
Amirkabir University of Technology

Abstract: Federated learning (FL) is a distributed machine learning paradigm that enables col-
laborative model training across decentralized devices while preserving data privacy by keeping
raw data locally. Although this framework significantly preserves user privacy and prevents
attackers from accessing raw data, the system remains exposed to various security threats, in-
cluding data and model poisoning attacks, user collusion, inference attacks, client dropouts, and
many others. In response to these challenges, various privacy preserving methods have been
proposed to secure FL systems. Despite these efforts, no single approach is without limitations,
and many fundamental challenges remain open. This paper presents a selective review of FL,
including a taxonomy of system architectures, an analysis of privacy-compromising and secu-
rity attacks, and a comparative evaluation of existing defense mechanisms with their respective
advantages and limitations. We also highlight the open research questions and persistent chal-

lenges that continue to hinder the widespread adoption of FL in privacy-sensitive applications.

Keywords: Federated Learning, Machine Learning, Privacy Preserving, Security Attacks
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CredentialBound-FL: Verifiable Account-Level Sampling Across Multiple
Devices

Mohammad Zare Ahangarkolaei, Masoumeh Koochak Shooshtari, Mohammad Reza Aref
Sharif University of Technology

Abstract: Cross-device federated learning (FL) typically samples and clips devices even when
the intended privacy unit is an account that may own several devices. If an account owns m
devices sampled independently with probability ¢, device-level participation increases its worst-
case sensitivity from C' to mC, its inclusion probability from g to 1 — (1 — ¢)™, and its expected
learning weight from ¢ to mq. We propose CredentialBound-FL, a credential-based anonymous
admission layer that establishes coherent account eligibility and limits each admitted account to
one representative-device contribution per round. We define, analyze, and implement an admis-
sion relation that verifies membership in a fixed epoch credential set, correct account sampling,
possession of the selected device key, a one-use nullifier, and binding to a public update handle.
The epoch credential root is committed before an unpredictable public round beacon is revealed.
A holder-generated account secret then determines eligibility, representative-device selection,
and the nullifier without revealing the account identity. We prove the sampling and multiplicity
properties of the admission layer. Our account-level computational-DP result is a theoretical
blueprint conditional on an external binding vector commitment, norm validation, secure ag-
gregation, and calibrated noise. Our Circom/Groth16 admission relation has 9,893 constraints,
with median proving and verification times of 506.15 ms and 17.00 ms, respectively, over 464
proofs. A common UCI HAR/WISDM evaluation uses subject-disjoint splits, linear and non-
linear models, and matched learning controls at the ideal per-run (g,6) = (4.4747,107°). It
measures accuracy, Macro-F1, local training time, data use, and availability on both datasets.

WISDM retains paired phone/watch streams in the primary evaluation.

Keywords: Federated Learning, Differential Privacy, Anonymous Admission, Contribution

Bounding, Zero-Knowledge Proofs
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DualShield: Confidence-Aware Selective Escalation for Lightweight IoT
Intrusion Detection and Post-Gate Novelty Analysis

Ehsan Nokandi, Mohammad Hossein Khosravi, Maryam Azadmanesh
University of Birjand

Abstract: The proliferation of Internet of Things (IoT) networks has broadened the cyber-
attack landscape while exposing a fundamental weakness in conventional intrusion detection
systems: closed-set classifiers must map every flow to a known class, even when the resulting
decision is ambiguous or uncertain. Yet running computationally demanding open-set recog-
nition (OSR) on all incoming traffic is often impractical in resource-constrained IoT environ-
ments. This paper introduces DualShield, a lightweight multi-stage framework that couples
closed-set intrusion classification with confidence-aware selective escalation. A Decision Tree
performs the initial multiclass prediction. A confidence-aware gate then routes only the least
confident 5% of samples to two complementary recognition experts, whose scores are normal-
ized against known-only reference distributions and fused through a parameter-free Simple-Max
rule. The secondary stage is evaluated through nested pseudo-unknown leave-one-class-out val-
idation without access to the outer held-out attack family. On CICI0oT2023, the Decision Tree
attained 0.9957 accuracy, 0.8655 macro-F1, and 0.9956 weighted-F1 while retaining a compact
model footprint. Under the stricter all-known-negative post-gate protocol, DualShield achieved
a macro routed detection rate of 22.71% at an all-known false-alarm rate of 5.02%. These find-
ings indicate that selective escalation can provide controlled post-gate novelty recognition for

routed samples while preserving an efficient primary detection path for IoT intrusion detection.

Keywords: Anomaly Scoring, Cyberattack Classification, Decision Trees, Leave-One-Class-

Out Evaluation, Out-of-Distribution Analysis, Uncertainty Estimation
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Golden Path Discovery: A Transparent, Weighted Algorithm for
Prioritizing Attack Paths in Enterprise Active Directory Networks

Behnam Amiri, Yousef Darmani
K. N. Toosi University of Technology

Abstract:  Active Directory serves as the backbone of identity management in most enter-
prises, making it a prime target for Advanced Persistent Threats. Attackers exploit chains of
misconfigurations, excessive permissions, or vulnerabilities to reach critical assets like Domain
Controllers. While BloodHound can graph these paths, the enormous volume of possible routes
in real networks overwhelms manual analysis and obscures the truly dangerous ones.

In this paper, we present Golden Path Discovery (GPD), a transparent algorithm that priori-
tizes attack paths by focusing on “golden assets” and computing the weighted shortest distance
from every node to those assets.

Using a reverse weighted graph traversal, the method assigns a risk score to each node and
extracts only the most direct, high-impact paths. Unlike black-box industrial tools such as For-
est Druid, our algorithm is fully documented, auditable, and extensible, supporting configurable
edge weights based on organizational threat models. We evaluate GPD on the GOAD simulation
environment and show that it reduces the number of paths requiring analyst attention by over
99.9%, while placing all true critical attack paths from documented scenarios within the top 5
risk-ranked results (Recall@5 = 100%), computed over non-golden nodes to avoid overestima-
tion. Comparisons with standard graph-based baselines, including unweighted BFS, PageRank,

and Betweenness Centrality, confirm the effectiveness of the approach.

Keywords: Active Directory Security, Attack Path Prioritization, APT Detection, Golden As-

sets, Enterprise Networks
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Reconstructing Multi-Stage Attack Chains Using a Context-Enriched
Cyber Security Knowledge Graph

Imanimehr Fatemeh, Hamed Ebrahimi
ICT Research Institute (ITRC)

Abstract: Advanced Persistent Threats (APTs) execute stealthy and multi-stage campaigns in
which adversaries gradually compromise systems and move across the network. Understand-
ing how individual security events relate to each other and reconstructing the underlying attack
chain are critical for effective incident investigation and threat analysis. However, enterprise se-
curity event logs collected by Security Information and Event Management (SIEM) systems are
typically analyzed as isolated records, making it difficult to identify the sequence of attacker ac-
tivities and the progression of an attack. This paper presents a context-enriched Cyber Security
Knowledge Graph (CSKG) framework for reconstructing multi-stage attack chains from hetero-
geneous event logs. The proposed approach enriches raw event logs with contextual attributes
and threat intelligence and models security entities, events, and their relationships within a uni-
fied knowledge graph. By capturing temporal dependencies between events, the framework
enables the identification of event sequences and their abstraction into higher-level behavioral
patterns that describe the progression of adversarial activities. The reconstructed behaviors are
further aligned with the MITRE ATT&CK framework to provide semantic interpretation of at-
tacker tactics and techniques. Evaluation on a realistic APT emulation dataset demonstrates that
the proposed CSKG framework enables systematic reconstruction of attack chains from event

logs and supports more effective investigation of complex multi-stage attacks.

Keywords: Threat Intelligence, Attack Chain Graph, Cyber Security Knowledge Graph, Multi-
Stage Attack Analysis
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VishConv: A Lightweight Hybrid Deep Learning Framework for
Raw-Byte Malware Detection

Armin Tavakoli', Arash Abdi Hejrandoust?

' Amnpardaz Software Corporation , 2Iran University of Science and Technology

Abstract: The increasing volume and sophistication of malware have reduced the effective-
ness of traditional signature-based detection methods, particularly against previously unseen,
packed, and obfuscated threats. Deep learning models such as MalConv address this challenge
by learning directly from raw executable bytes; however, their feature extraction capability can
be further improved. Moreover, malware datasets are often highly imbalanced, and packed or
obfuscated samples tend to produce overlapping feature representations, making accurate classi-
fication more difficult. This paper presents VishConv, an enhanced MalConv architecture with
refined network layers for improved hierarchical feature learning while preserving end-to-end
raw-byte processing. To address class imbalance, a weighted combination loss incorporating
Focal Loss is employed to emphasize difficult samples. Furthermore, Contrastive Loss is inte-
grated to improve feature discrimination by reducing intra-class variation and increasing inter-
class separation. Experimental results demonstrate that VishConv consistently outperforms the
original MalConv, achieving more robust malware detection while maintaining computational

efficiency suitable for real-time CPU-based deployment.

Keywords: Cybersecurity, Deep Learning, Executable Files, Raw Byte Analysis, Representa-

tion Learning, Windows Portable Executable Files
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Benchmarking Data-Level Imbalance-Handling Techniques for IoT
Intrusion Detection: A Cross-Dataset Evaluation on IoT-23 and
CICIDS2017

Morteza Taheri!, Sajad Haghzad klidbary', Mohammad Hesam Tadayon?
"University of Zanjan , 2ICT Research Institute

Abstract: The rapid expansion of IoT environments has intensified the demand for robust
anomaly-based intrusion detection systems. However, severe class imbalance-where malicious
activity is a small minority-often biases classifiers and hampers anomaly detection. This pa-
per presents a reproducible cross-dataset benchmark comparing data-level imbalance-handling
strategies for IoT intrusion detection using the [oT-23 and CICIDS2017 datasets. We evalu-
ate eight machine learning classifiers across ten data-level balancing configurations (including
an unmitigated baseline), ranging from random and heuristic resampling (SMOTE, ADASYN,
Borderline-SMOTE, NearMiss) and hybrid cleaning (TomekLinks, SMOTETomek) to deep
generative augmentation (WGAN-GP). Using a strict, leak-free 5-fold stratified cross-validation
pipeline, we assess performance on untouched test sets using PR-AUC, Recall, Precision, False
Positive Rate (FPR), and execution time. Results show that balancing effectiveness is highly
dataset-dependent. On the complex [0T-23 dataset, heuristic oversampling boosts Recall but
compromises Precision, whereas WGAN-GP maintains high Precision with limited Recall gains.
Conversely, CICIDS2017 exhibits such high class separability that robust tree-based ensem-
bles achieve near-perfect performance on raw data, rendering explicit balancing statistically
redundant. Ultimately, evaluated through a multi-objective Pareto efficiency lens, lightweight
configurations-such as LightGBM paired with minimal or targeted resampling-outperform com-
putationally heavy synthetic augmentation pipelines, providing an optimal trade-oft for resource-

constrained, real-time loT deployments.

Keywords: Anomaly Detection, IoT Intrusion Detection, Class Imbalance, Data-Level Balanc-
ing, SMOTE, LightGBM, 10T-23

of



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

L@Olf)'f

LolS,15 o Eaiasal )l g oy glic

s 355l 55 KYC 31 51,8 5o fale £ iy 9 ssmo ol oo
yolas G
(L5 o) SOb 4 acly) a0l (5 59ld drgs &5 10

Cowd s 1, (S€SSI0N) pitme Concis o S S Jax |y Cugn cotan (hed SeS b wlgn pxlpe ST ilras g
ol Ll oS8 ol o Sl B e led el glo S LT eand i s G2STy ol 1) 955 L8, 5 9,5,
Eoan alalu jl 130 o oy » o3 5l (Agentic Defence) ;g fule glio 3 (Agentic Attack) jgowe ole alos>
reas oby> &,5 U PAD Bypass ods aseid 5 miwedij 595 599 slp 30 9 (Synthetic Media) L.,
i o e (Account Takeover) ol c>las ¢ (Session Hijacking) cuwss b, «Stream Injection)
020 Bk 1) 095 02l )8, il 50 99K e w03l 4 B S (55l |y wlsd Wil s AigSar j5ome ol gléo
oli\ig'l.cﬂ S5 9 ‘5)"50"""‘4’ sleadl> ‘le.o.c ‘5&&'&)"‘ L ulfu.\HSJ}w s 3 Ml )l 6“‘-‘:9‘“’.” lass olf)lf u.»]

55 oo e 2183 laladl o)1 )0 g 9imd o ansei | ales 0iiS o o | ales slagy L (Micro-Lab) S48

S5 (b o851 5 (6 s b ol 9 (L guan g2 b (o Wloss o
S x> aLi'.s‘)‘ﬁA JRSWE RV )
Q)li:.ﬂ)_ﬂ

b ()5 slop ity 5l T oy ,5 B 505, 5 odline ol 5h Jiumms Jbe cloaas SLlis 0b, Olussgs
o ] 00)51 o‘]@ L ‘) 6’5“&-]5" 9 API )I OQL"L:.MJ‘SW “_i..w...s ‘u;).')ls g_)L..M.‘> uﬁ).u ).Ja; (5...*‘0‘ uL\J\.\.Q‘J )‘ G
aile Sean jlnae Gl 4 oo g Bl (65K 9 28T Sl S 5)lnl 4 lojed (egian (hge (olaS i
5 Loman sogp oS s Baa Lol ol ol eas bos Al 5 s 5543 s> ¢ Deepfake s>
ool gty Slasags 3l Hee (Jlosus Jbo Sleas 4l pealae 3l (BauSeS b 500l b ST (0 5 mbe ol
5 API Security ale> ;) cuisl (pg slas,lore g 2,5 13, Jd=s Fraud Detection ,o opile 5,50l Lids b
s ISO/IEC 27001 .OWASP NIST CSF o)l iy yine solio slis o 5 950 o0 JuoSS Jlo cial g AT jo 00|
Slp HBaSES 1 (o lwaieilys «Ban .o salgs &l Gartner s McKinsey alo> ;| coosanslis ayags sla s, l55

Dgs adlem S d slagylojle jo sl S8 Cugli g o;'l.a)'Lw ol b cenlics as“‘“‘" b, Sal; g5lwesly 4 ‘_s;-l)lo

IAYA



Al b0y ezl S ol Tk oSS
EEEaR-won (o8 2853 )

B

Jlazms Slp s> 50 Kalbgd b Jole U Sbj sla Juwo
u_sbogw .\w).».o| 6‘5)5.; L.v'j)
A pion Slas gl anwy oKigh

@l Sodisn (owyn 5 JeloS ln diadon sla by, Sl oslitul (Jluzms waled (Suezmy g pn Sl 1Ol g8
Slidizs anld jo bele 9 S5 Sbj Glodoe G5 gy 4 o1 cpl Casl 00,5 has Oj5p0 S 4 ) Jluzms
e sl slaasus ) o aJele ;0 LEM g Al sl digel (ads w0 by e Jlosus
Model Context Protocol , e Slidss Liiws SO pgd (idu 10 008 o0 )18 (cwyp 3,90 Juzws obp,>
5 oYl daeSis )T e b 4 ail sl o ygoa MCP sl )l 3y )b 5l canl 1ol8 45 555 oo 5 yme AULOPSY s
Slasgarme s Wlgi oo rnb I o 43Sz 45 5,5 wiales sanlive HEALSES 15 S g s yiws 6,5 slaolos

39 ot walyds o 5 obsk lp sl peniz Slles 5|

Jao sraiblu 3l cblas by ,al, g bavags (b pdls Ll o oo | Cacuol

S s 5 Slae; el

ol Cual £9.000 calizne slrojem 1o fate Ol sl eolatwl jiolidl g Ludl e i) sleailoln ag ju (b S 1Olxpd g
Ol (Jolaie slaill, slaailols B 5 sl 00,57 baws Sledbl (5,5l 055> wio sl Wl 51 (S | baaslels
5 b a5 s axlee bli)l sl 5 o5l kbl (ol mle o slacosgase b YW Ll cd !
w).o.u‘ Cal u.:.)l.u.» MLD.Q PN olf)lf u-" ...\.;564: o‘),o.b 6“’:}:’.5 L;Lmu‘Jb L 1) clio W‘ ‘5&»)&»‘) Lg)’Lwool,:.é
gt 5ol S o poe 109 S (6550, Sl o8l 2 cpliesgue Sl (el DLl il slasaags Lol
G gl 20 sbul WE,I5 pl 5l Ban o3l oo Ladl ci i) slaaibel cussl Sb5) sl s, 9 ol bl )l
oyl el grailels b3l g (glwesly (2 lib (ol canlin s g, (B g Jaie Slppas sl sl il 4

Lol i SRS 55 33 AU (g i 55 il S (g5
SleMbs| LS)BLJ 9 g.)UoLu)‘ olim.ﬁs).:

S35 (5 s 5 5,900 DL 4 41835 5| s |, ol caiaign sloailels (571 5 Sl Jpo loend gd
Lessl i gl laaSias S50tk Slbls |l jo o yiwsd 08 codl o yille cwyp Baa L o815 pl Lol 00,5 asuly
sl il s SCADA 5 o JpisS laailels )Ll lanl 068 o oy |y raibeles ol (5 5lare 5 Sl (IOT)

QT LSLQ‘IQW 9 @Lua )J IIOT 6).5)154; u)sj.o e oj.wsa G).m.u IOT l.» Lmu] JoLu)| 9 ol u,u...u LQU] ‘sa.a_duo‘

I\



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

Solose calal 13 03,5 oo (o) Eoedl (liae 9 (LBl 3 028 (Fazmn el (M g Lawgie 03 ulide 4w
Sl ez 5l yiws JpS Sllill 5 00l (w1 (Gaio lrools Jobs o MQTT S5, i 5 5,00 lbls)|
5 by sladazme )3 (o yiws JS (el Slagilly izmen Ngbioe Julou wools ol 5l cblis g (o80)97e «Zuga
5 b ol sla gl slml po (o iws U8 (g slocszlz 5 TIUSE sl o (25 5 00y gy TTOT (550l
S Sbelillailebs (g )lone e L3I 53,50 anlllae S &1L bl 5o 00,5 o0 e Slidoe Lyl b canlie
Sel,l5 5 cyel slo,Sal ) dnsss (6l 00T (gl yannn ¢ Lol sla il Gataan eud 5 00 Judo sleiel o pae g (g yiasd

Digds oo 7 yhae [IOT 5,00 wlbls )l o

S bw Sl 9 (gm0 (gB
@JL@ Q.,...o.).w
el oy Jbs,

slecodlad plxil o egran (isn 5l oleo )5 4 isw cnl jo g mle cusel o egian (ige oKl WWleusgd

bl anls yo sarae (e 0,5 5l Jes Jls 95 095 oo a0y (8IS g caled 9,509, 50 b (gl Sl Jslocie
D5 oo Sl Codel Dldos 3550 al)d 0 esias (hen leslaiul g Cocal

G3)lge 0gd o Ay (gilwyel o Saly 5 esias hen el Dlagags 4 IS ol ot eeian ugr Col

O Slnlie aslsl [0 0l el sols iules dee Ojygods g 0l dales a5 Prompt Injection glgl goen

IWARVAPES IDl.?L;‘ il slosiglgaie

GleMbl gz gy g gwild 3l ooluiwl :Federated RAG

solioye oo «sy9 Lo,
A8y Slos yglid dnwgi oKyl

Sl isy ooy jloslaiwl 4y 5Ls calizs laaiboln )0 oian Jig slaJoe 5l oslaiul 938159, (oS b ilxpdgd
el 00,5 oy Coenl Gloaislid jabay mezs bl 5 55 aie (ils oloml 5 OYl5e a4 5 985ewly jo ools 3510 alies
Sore S oyl JES] 4 siiwe (el 5 pogad Sledlbl Joli ylojle slaosls das )l 5 (6 )bews jo (Jlcpll
L_?ii ‘u_a‘).'l...u Ml; 4......4‘0 o‘).osb L ‘) ‘5.05..4? > uam le.?m).& LS...J)...M:O suLC}Ucl 6”‘ ..\...uLo (5")"4? ..\415469 6;).0
09 les sosls 5 cegaie Sledbl 15wl § aol> iy Sl sl ieiiga sladilolu darwgs ;o v sl il
Federated 4 Federated Learning RAG salic wcuss idu jo .l 55 i 350 SO a0 pB slacols L]
uu}&b 6)LAM 4.‘:‘)‘ RV ‘35'“”&5" osls L)L""" Federated RAG u;)L..uooLu 9 f‘).b 092J I8 ared owso R RAG
JLil a4y (o500 asiyl a0y «aiS ool (lejen O jgods asediz (ils g losls jlas el (655 jele il g cogas Soias

Al S el S 0 SG 4y pogad slaesls

NG



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

(PAKE) 0315535 52 Siswn oy g0 31551 ks’ Jobs' o sy b 2 L]
) o]
oSyl o oSl

sz &l g (PAKE) 515,38 5 e saiscagn shal oaldS Jols slo JSGgp b olis] o5 )15 cpl 5l Gon :lxasdgd
soan 1y Bl (18 Gl iyl 5 08 o wagi 1) LSS e95 ol 45 ke ex eizmen cuslag] 5l e
oS o0
S5 b pbions al> e j3 )5 o ol o &S ates (9 pmmcdS laSiyp 5l 4 PAKE (gla S5y
20 Nlgi g0 035,05 g anlid (s SS 4 e 9 )5 g0 STrLol 4y j5,m L 1) 993 (3)59) 0315,35 5 (5,15 4l
Sa 5 S Ol)l5 sl Cowatly pogaz 0 lS 5l 53 LSS n (ol o 0 B STrdlar ) e ym b centd a5 s
ool s3lee S a Sl B 30 Jo 0l 5508 95T i sliie pogas WS 4y e 45 955 e 03l o3ls, 35751 )]
5 el opl il (palx (g9minz) (6,iSo0 alem Jlasl dixians 059,35 a5 Ll 51 0gd o 00y b 4y aST > o)lad
o> ;I @ile PAKE (gla S35 3 ailaiaisgn >1yb adly;o (Jg oS oo azlso il 1) o JSSg 5 onl Coiel (61,80 0l

S5 (JUb 2l ) (T (6228500 alas 5 (b e p2lee 1) (T (5520500

Kubernetes p Jow sbslo p ) Sl cwdigeo
o) s
Seiloygiil Sloss o5 i

(>lb 55 s LKubernetes , e slocsle s cusel Gla il g Sl Jgol w40 o515 o ilxadgd
u.»...n‘ ‘LmWOI‘kload 9 el.».& &&m sl.ﬁ)a.?bo 9 u_..;).,.wo S0 pde J.AL.«J 61..0‘ u}Lm Q)L))JSA w‘ (5)“))'."3)'9“. 9 )‘).a.u.ul
PREIPR TIPS u.mb oy g IMmage cosl (pimen .l sl Gladenlow Jleel 5 (g5lucsu «lbls )l 5 4l
PSS 50 it Gla g e (e DM 095 o0 5950 [l e 5o Slanags (il 5 (el slaslag,; Jolos
5| a5 50 1) olS S Bas 015 o )8 G 9550 55 Kubernetes soss 55 5 bgy cunle 51 56 sla il 4
5 65 & ypoty clle ol Slilas slalame 15 (g5luyel Slludl guncaslsl 4 SaS 5 el sl 7S g @l bl

g oo &3l Ll

OA



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

Lo s3lwodly g (5098 (g3l 1, le o jo,y yU0g5 oy Julow
Sk g ¢ ou ) duzme el o (o]
A s Slas gl anwg olKigh

bas col o)lie (o) 550, b ,o8l Cosal (bl 50 S50 g s o ,Sug, 5l (S 055 ey el iOlodgd
S o o2l,d |, MILP 3 CP SMT SAT asle ola g, 5l eolatwl sl o5 90 Jlas & Lalg, 5 o Sie Joos
Gl 0558 s D5 g0 (Byre (Tuwd by, b ol Dl 5 5055 ey o D950 5 Gl lazl oSS ol 4o
DIMACS 3 SMT CNF slacdB 3 593 (5)10505 slagbs; 5 )5, Jglaia slapn oSl oz g (Lol ks,
CNF (sl Juo (> 5 9dgs eizman s CIYPLOSMT oozl 5l ooliisl oo 5 Ll ¢ las (i 50 o aalss ous)
T8 e § (5395 B sloye; (Lol Sl o8 IS5 jad 09 e w0l bisel (3595 slojey Sl (s

Dg dale> bosisS >

30 o9 gboo o cucwl (g loxo 6MT)O dlose! SIS

i Hbd
Jals oKiils

slagby, 5l daygis o Sl slacslu ) e slaglejle pogasa daglejle 4 (¢ pule ) 5o ladess ilmd gl
(Sloas Y 4l CSlu s Y sl g )lexs ;o (3350 laizal Oly o e o L | (gl slad coel atd iy
9,09, b olE,I (pl jo bl cwl ) (sl § lers silwosly g (b sla by, jo (Felite 8,509, 4 5L Sk
$lg5 so o] lwosly a5 Wigd co Lts] el iy o yo (Zero Trust Architecture) sleel pos 5 e (5 lore pli

il sl (6 350 b ,9iS Sl sl g baglesle catal b)) s

295195 dlS 2595 SLased g Lypwan
PR KERVE P E RS VONE V0N PP 3K SR VO 5 S N AT

SlS w595 USSan sl g seglsS WS mr lsle o 5T panilsS slal el Tl oSS cl o iilrad g
IS5 e adsl odSigy Gles Sl e 05800 Ol S0 (Lol 0975 5 ol Sluogas « agtilsS
o aalss ol Sgy ool gl alliulejl @l 5 e 95250 allialejl glo )izl b Gulate (5590l (slo US55 5
5 dnmgi OS50 asgi o5 ()58 by )0 4SS (al Shslnsl 5 (soglsS WIS e aSS 08 5 Cmal 4y BT o
S 3,515 0920 g Sl pualys el 2l Jlo 50 5585 Sledlbl (5 )5ld 5 bl )l oty 5 95 slacs jsld 5 )8
5 S rbe Sl ¢(ogiileS (slacs yslid slwojom o Kiwgh g Olgmiils 1y o cnl ol dales Ll Sl Gl alia
Sy 55,15 0555 5 (sesuilsS WS @395 sl medlae 0,l) LI LG o EAS IS L 5 cenl ol (b S

ol pler el Sy eiS ol by cegiilsS WS xsjel aSLl Calise

AR



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

B

Zero Trust gl 3,559, LOG jLlow S pbo Al ool
A1o8g3T a5 ez juo Hbdeste (= dasre

Stz Sl L3I 50 paly o o 35 e

Sl i gla Sy (O-RAN) 5L 50]) (o iiws 55lone 5 (0G) Jlows Sl gt Jod 4,38 L 1 0lendgi
@ o5, ol aiee sl 86 Multi-vendor) sloasss u...nl)..\.a} slal=e ,o (Perimeter Security) Ssel
338, o0 6G O-RAN slaasis ,o (Zero Trust Architecture - ZTA) « a0 sleiel pas» (5,lens s5luooly
L (Micro-segmentation) L sou vy, Ol g EY Al slakl, o ahs mhw Jlos Jols Lol slo,gme
(Policy Decision Point - PDP) s .5 vueas ahaii s5le Jow 5 (Secure Isolation) sl o;lwalgpn! 5l s puSo 40
095 Egian g OIS (pizmen .l odiiay s (Policy Enforcement Point - PEP) culow Jlee! blis L
Continuous Trust) sleiel aiwsn b, ol (Federated Learning) Jl,0é 554 4 (Lightweight Al)
sloiasle wolps 10 0gd oo (owyyp Soi5 g (POISONING) (5lupgomme yulas « 55,00 o> g ¢ (Evaluation
ialys (S chghy Sl LS 58 sl oy 5 (aslidas Vo 25) gliziol 23T Ao 51 (KPD) 5 Shoe sa.dS

Conol (a1 (i Ll U )5 goms” (slavoly 51 i ygmoazxndt (6 ys v Casol
S (e
@olS (Seig Sl el o poe

slaasly a5 s oo Glas plesar ok gl Rl 5 (28 Glaol)l sl el Sl il iolasd e
Ol Bl jemmeanit (6 pmbe Sutel 9,505, (B b LI cnl iloats S8 losle lp s mbe Do (Sl
R g S8 S oo oy [y S g2 il waled 5 (5 55l8 sla Kils (Jomd BB e slaslag, S g Slaal
JLis (Sboleas o S5l (60,90 adlllae S L Cdlas .l b)) LB g Jadrin log b 4 o0 pow slbasacs
Sexe 5 6alS (gla Sl 5l bl 5 08 o a1y Ogllash sl Sy upie (gloaly b EALSES 15 05 0
o)l 35S0, el oligS S IS Sy JuoS5 g g, S50 2 03 585 At 35 a5 il oo s | ] (i Litel 4yl

Mwlsg@bcwsﬁbme5w|@db))|3@)wf¢w&fw



Al b0y ezl S ol Tk oSS
EEEaR-won (o8 2853 )

Gilwesly U glyls oLull 3 @ sxivo (S jud— ol srailboln Joc 530w yol
ool sla ] s
oo e
P S salls cosul os)f

O d 5D Ay sudd (Sly 9> Sldes coale JJo 4 (CPS/OT) (Sopd- ule 5 s slalae ilxasg
Shles 5,903 5 AT) wledlbl (5 ,5ls loaSis (4938059, 2! Sen .05,ls (Safety) s a5 (Availability) (o4
aS el 00ls 18 Gloauzmn (s mle Slasags oyme o 1) lesle s ool (dndustry 4.0) cocs p)lh> Jus 0 (OT)
e ol )3 Glles Glailly 2 8505 b (paass )15 pl Ngd e Glr g (b Sl 4 sl o
s luilial ols )15 Lo b ans iy |y a5 S slacaedly 5 ool slogs 555 hoe alols oS oo (3 o el
Jelos o ol ls slolis anld Bauses o NIST SP 800-82 slual, s IEC 62443 ¢ pls g o iy
5SSl oly a2ds o B o Gree (sl Sla 7S Culed )0 g Hemesaly slagigdnie b (s mle oS

S5 31y 055 ol

ATRMF 1.0 (g55)gas0 s (£ giucn g 5l yblko oo g2l

G plz ol 40
Oleal ol&iils

lolosle 15 ciwial bl 5 35 503 b e egimn Lhgh Samy s ol rdlin b ym0 Bm L olS IS o rslmmdrgf
sobite opl a4 058 oo zykae 09> (pl 40 samadll )l Sl g oads (55,4l AT RMF 1.0 Gz > 5l eolaal b g IT
olf)ls L)"‘ Dgd oo <L».‘>L>).' AI RMF 1.0 uP)l.> T09 A (s g 00D u:'g)"“’ Sy Co e goulS w...a:l.m lacul
PBro bgodged (o) p |y (ooran Gh9a 5l eoliial g jee 422 dangi )3 S92 g0 Dbl (n Spge 350 wad (rizen
ol 5% 5l wled ilae o Skl Copas )3 1, Sy e (B (Stas (hgn ses 4z 50 LD G e
a5 (Generative Al) Wge coias Logn jl solitul jatse a5 ojls p o NIST AL 600 Cgx > 8,20 0 o518
b el bl 5 lae sloJlie ol 15 ol sleil o i se (sbyme 0355 ol o |y (siiel Sl yblis s ipogs 5 sl o0

£y



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

S,Bl) 9,548 Flo el j g (Fao J 58S gpsua 50 (5,8l Olasags
oy b ablic

oy Ko 0l ¢y b (gagadeste 25
310 opal Gl lS 1 09,8 (510 5 el HlelBinn) el &S5

RTU PLC Liasby ibhio sla 308 das o340l BB J S slapiunw 5 )58 ulio o) 0l 1Olmsgd
ol sdes )3 ailiwlio @rils 393 g ptanas (l )2 45 Slocd iy e anled o oaliiul 1ol slapinsns s DCS
\.\J)..iu )1)3 ‘_g)...al.w u}l.o? Sjy90 aS ooy u.cl.: J.A‘ w.o..b 9 00gs (_Q)L..ma ‘_gLDW (5‘)“) ‘5)‘)5‘..\4 s.)‘..\m.\.g‘) olf..\i.) )l )5.“5
s ey Ol el Sae Sl g g LaBgr el wilgt o oS 950 la it 0 olw )b aigS e g, aS Ll
Cosal 0gupp g ooxled g 28l slo, Sl g5lwosly s APT ¢ (6,158l wlasags colis cusal g,0nll 0,138 s> p
Q,o.»z.: 9 W) M‘P 4.»_>L)).s .b.\.’).;o s.:LC}»pB.A w.%‘ @ oo)&_é J&w 4 djl)‘ Q‘»’o‘ o 09.«»69 uul.m>| w)‘w l&w U”‘
alio Glp @l pl ol sales &l 58 s e Jee sloges 5 o) Sal) ()5S 1o Mo (28ly (slog low Aiges oy y

lls walys olal oy ls

SHp PL) ae (Guul (owadge
S P Golo (Gl aabls

Py w).' oKisls )45*..‘0[5 9 d)" LS“"W IRURKY

Sdele 5 cmgiasly byl wiadsn laalols 5 bo)laws jo Jld adlse 4 55 Sl e o5l ilrmsdgs
obians Jolss ol sl ) g Gaeads slaalkisl> LAPT wols slaoll b o)lge 5 (6 ko 5o g Slosds Jos eguae
5 Soloxe mhaw jo glalivs 4 555 Sby slaJow Coinl § (058 SUjlas) cesl dinss a5 00l o ol (e 105500
Dbl g ol w8, 5 SIS Gl 51 (S0 s )5 699)5 (albilone iz 5o 09d ha (e
b s S, b 25 ol e (San o g AP oIl calibls )l solie 5] oad ol csloosls glaies)
(giadlgl pogdle aS csl by e Jaw 5 S bbbl oLk Jlis 4 S5 b b Joe cuel cwaige 205,05
g 3 oS 5 31,5 o (53,523, b a3 ol pelie s b SISl 3 bl ey 555 5 oloel BB el e

oS oo Byre |y Ssz e sl Sal, Lol g misd oo Ldl Lo sladiges o ok

Al



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

B

Jrlgo Cosol 3 (5590

Stz Sl L3I g0 paly o o

bacl  Coal ¢ Slajlu 5 63,8 (S5 )0 wrelige slaclliws 5l eslaiul (y538l9, (byuwS b pol> pac ;o 1Olapd g
ol oy @ Ll Gl Sl oad Lo gl el 039> Sl (Sl 5l o4 hlse slecSlay;
aslol 3 0310y o oz SBSLSS 5 byl o ogeme 5 o] (el (g )lone (A0S 5 ay9,0) Jilige Lol slap,icly
«Runtime Hooking) | > ;ylej ;o asl , ,lsd, Judow «Solivs g biws! o 51 pel sl obj,l (ol slo b,
oBaws S sloml il pl Baw 85,5 (o0 )3 Som 990 jopby Sl G 5 (weSae (swdites 059> 531 sl
@l Gl niiaest b ablis § Joloo o alulis cqz plaeadde 5 plaasis 6ly Jlse Coil 5l g0, 5 axdly Lo

LLM ool ! Ho 5L g sl
ol sog0mme Juus yg150gls LS s‘S:LJoLJo RSN K VoW ‘ks;lﬂ «s“-:-“'ﬁ‘ Lo,
WS oS FalS pole 5 (puiigen sloog S

» LLM) S5 ol sladoe p (G laptus  pdicam! o et Olyieds Soly )5 e 1Olxmd g
u*’&"’ M‘ 0)9> 5 )5Q.|ay VRV U"‘ {j“l> RN oL?)Lf u.)‘ R PR GS)M Y.Y0 JL...: Je OWASP (GoRad,
(RGNS it ol oins Do ol el 553 Do JolS qwlision, b BanS eSS 5 o5ls oo Loan
e Sy oe g5lwools L o515 () 5o aigh oo Ll sl s G SuSS 5 cindign Jalse g la,lnl 51 g lo o 00
Syge pasedd slaghy) o 5rlens Slagls «63955 A p A dhex jl 35250 (2l Sla)lSal,) izen igd oo 00l
OB aSeS b a4 Gl ciegh Gl ly ) g (2Bl e 5l (60,90 Slalllas &8I L o515 (ol 05 o0 )8 o) 2
ol g ot oo e 6,k & pgos ol,1 S Ty ] b abliio (slaol g dpgs ol 51 cinas 50 b 08 o S5

b (295 o g Gl g Gy Sl

al



Al b0y ezl S ol Tk oSS
EEEaR-won (o8 2853 )

B

iy ailolw jo ygo9 38 Sowl (LU 5yl 9 Judxd v g,
P (6 925 dgrane
0 (6550 (5598 g pyle suSimgh

930l ol Sl (Sl Gl ilwosly g 8l (g3llel; g S 50 et (25 j9en B 1Ol g
st 205Dl s 5 ol g Sy el e 5 58, i 0,8 (50 | D i o 3 o
391y 98 69,8 9 95 3 9290 (el (Slachad (olulid (Sl letel 0 o 5 Sdlol ( (o)L wiile (ola 55l
or oy gl dbe il sl (Dbl g Jelod it slaby; e 69,509, b o) cal jo Sleoe ol 2
5 Lol obj)) Aoz 5l couplie g Ghidra asle ol )lnl b BouSes o 05d oo (Brme (s pdycam! olulis 5 08
Slins Jolo 5 ololis lagty, 5l aladised 5 o LAT gm0 8 (siluaned 5 (riwcdlol sla)lSg5le 5003 slisy

0,5 il iy 1y H5ea,8 50 (Sl

350 dnigh Jalo 5 sSinn (skiden c33ki23 22! (S 2 Sl ol
S, ol ( SLS Jsm,

Stz by LBl 50 paly o e 35 e

JoS 1) Lol (zmen 5 b oyl 5 szl (ol atn Goans elepn 22! Sl LB iOlens g
6yl el Plo 0d 50 (0l 5 < Jlepinn b lag] Julas 09205 g Lo Jlb cpl (S9,0 )Ll Gaoe S50 im0 oo
46805 (65,509, b (90l o815 cnl 5 o aid iy Slasags RS g eSae owiiges ¢tz o3, 153l Julou
QSL““-.’.—‘)-Z’ L’ ‘) ulfm"‘:)‘" 9 %b)ﬂ.s" aladl> ° ‘)"~>l C‘L’"‘“ G LS)"-’L’ CJ"‘“ )" 0999 k5«’~‘)'~>‘ 6L‘°J‘ilé )L:':’L'*’ J’"U [Cad¥d
L] S oSion sl lid )  slolit g o5 il Sledbl ] sl aliil> s b bl (6,38 ,b ogzs dygy Julos 5 St Ll

(Threat Hunting in OT Networks) oo gbvasil jo asagd )%
ok ;25

Sy Sy Ll (g0l ) o e 55 50

sl ) e oozl 58, el 5 ki s inie S5 sloailala aile (s pmlo Sy S b lrpdys
ololis ;o 510,55 3 (OSINT) 5L ae Sledbl pgaie lol o5 )15 ol 40 0)ls slodg Gl cirio anl)d jo O
el 3l S olseas MITRE ATT&CK for ICS alips Gojla s 0440 o0 (B yae (cirio (§ ymlo Dlagags
3l ookl b cdalol jo ol walgs cwy g gmio 4S040 Glezlgs coliul 8550 Sl SIST 5 L SaSU Sl gl v
Sooslainl b Banses b o8 )l5 Jos (isn 10 ab aalss il ozl ol 4 plos Hlid) ¢ 28l (6950 asdllas SO
o il o LB o 1) e a5l 50 wags S syl S Wireshark [bas la )l g aSis 815 salel

el gmio GlaaSll o wuags IS anl B 5l e S0 ool da il ) Bos Lo S wales

4



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

R Te O T SRS WP PV S YR CYIUOW] RU-F.-X o | JUVR VS S\ LR IRV WS 351
2SS e
)'Io)g:&l

WlSgs 5 i ;03 605l 4 g ool jsd uoliy (SO 1) 6mle Sl bl (sgrae (g ol pas ) 1Olepd g
2 Egan (her 819 g ulS i (polaisl jsbay oS cnl sl ok o plezlee 5 pladlae s o
i o s, | et slaslania o 5 Lol 53, 3258 SISEIS L 5 s 35,03 (sl il slaf plas
S 8y oo b )5 093 (nl yo S ES 1L 03lop 0 s)lomial 5 )3, (e (00 Slahy, 4 Lael (e
093 RES (izmed 5 eSae (pwidie (S oSine S b @y JloS Sl (ogian (B9a sladue 5 Lol I 4eSe
ooliciul ogox 5 X311 35 (6 y5lb K 5 sloariz 4 ol 15 o Lo Cons 43 1 yas 040 1 3l 5 U5 Loy 5m0 10 s pibyccepms]
Mo slyzl g oo lapislio (19) 599 piyEmbliog g ooz byl o sl 1) eoras (h9a 5l Glealee
el g lapn oSl oles 50 a5 oo Jelod (Cugp Jar g diedan Sidad aiile) (rb oolall 98 celodz] (cwiine

g0l 9 prarid BB slags sluw 4 Slogoagd Jsowd tagagd ans 8
s520b ) ol islas g

Sl (ils Sog nS el o o

wlolis gl olear L i b aiels P aile sasiSoniSTy sloasli 4 1551 «q bl ol glid 5 :lmdg
033l BB g 5503l LB b LB (slag )l S 4 1) Slagags iyl Lo laglole s (BT a2 iy Slagags
W I has i 1095 e ke B en b lids «auags 4o, L Threat Hypothesis pogie oS Julow
S S 4 g (i il oz st (Bly Lo 101, bl Gl o aloacd b 4 lejles Sl laalyls 5 el )3,
Threat MITRE ATT&CK L 1 bLs | g ) Lol sl;>I Threat Hypothesis sgaio il ol jo 0,5 Jos oo

Olis uizen i oo o, Threat-Informed Detection Engineering , Threat Intelligence Hunting

s w58 s Jals lbos (g5 S0 @ bl (S IS5 S 31 Wl oo g 40058 S g o 355 00l
RVRVEIPOU-Jt- - FUUUE S| I\ I IO VP - NV-S W PV o905 Ghey 9 widS glaie (Y anlel (olpe SSS calo>
Oygods daslas ) a4 Bro STy sl S o S sl sl 4 A (69,500, el jammedsags (g mle gl o

0



Al b0y ezl S ol Tk oSS
EEEaR-won (o8 2853 )

B

PP Sl g (GEUS Sl agd (559U parcams j (B %o

otz (S5 olal a5 Conl (Gamaiz g souzmn lojem Al i (8 £9090 S LS (gl ol 0 0] 1Ol g
olamdl i peloinl o a2 00 58 Sladagd g o b eloial sladSiod 5 (egrans (hgo od) 355 o pys 1) (SLuil g
abpiy oloiz] guaige 5 (FLS 03> a4 (5 Sl iy (I laasag 08l (ol al 3 Sl 005l dyy (ool s
il i slaslnl gy eplil il aisly sy lusl L) 9 o8 4 e le ) g il I Oles Bus g 0uls lLrayl>
9y 508 Boladl 5k g (6 S peanad (gl (SThol 5l gl 5w B alear uspsns 5 (BT ol 5,50,
0 Sl 5 S Slaags 655k portan) (B w4 ol el se 0neli o Cuel &5 Gz les el
Ol Syl silweslel Dygpd g 03lo e Sz ik s GRegR Curdg 5 ablie sl S, (sallS lacs,sld 5 Sl

S e oSt b SIS Cnlis 5 y5ld GlacS 1l (gl ke

Sy oo 1 soliiwlegmw b diwdun APT Sldes S gu i tados Sy 095Gl
Silwo s d Wlexi yo Zero-Day
=l e
SI5

sl @505 jpe Joloptonms 30 5l (mozlos (Sl SlacS o ade dyoa (g pule iy Do 50 10lxad gl
So s l8le g lslecin o Jlasl ahal lgieds 500 8 .alodums ) o5 5lwo u3S Sl FiIrmware alos 51«5 aese
S L b el 699l 5 i ol J5mS Sl a5 3585 aST,> el 00 s APT slaog 5 Lol Gilaal 5|
48,5 03l (g ymbe Sl By Sl el dactlo ;50 Sha 5 iy Y Olyedr ge 8 Soel S oo el 2,
09,5 o il (8ly abor anlllae SH by » o5 (nl il 00,5 iy plazles sln 1) 4 Cnl Sz el (ren 9 090 o0
LSS L ol oS 5 5 Zer0-Day ¢ ndicen] S5l b e b ezl o 0 o5 lales sl s (> APT
38 5 609l sl 1) lomzsy Stack o 0g390 (6 pdocam! Exploit § SCSI iitus &l jgiws Jlo,l S 6,5 asile

WS oo Lyl (g5lwe 3 Y Sljed 05 2 o 5l colys

55



ulpl joy gzl

Iranian Socisy o Cryptology

oS ] Frduo oLLIS 5 g5 pale g (O cusliSlS

S ol o o831
[EEE)

Lol§,15 cileSb!

VB olo oo YV cdillys 5, )0 (90l slools, 5 gl asly

U)‘)fﬁ J—"‘"

Voo - 15:F

1Yo — VDo

Wiee Z VEY

AR R ) 2

Yoroo — Y1:F

A:¥e — Yoree

Ao — QY

Aty b sl

ad iy sl sl

Federated RAG b b sbedas s ‘ ‘
il g Lgias bad Cacn geas Lhsd <
solazul 5 debgd sla e o7 t;:lM o ’ :‘i‘ ‘ = o5, ylgie
Sl g 9y Jis e < <
anugd olSigh Angd oSyl . . <
o Jus, oy Jbs, ousas4il,l

e
2 e sesle
Kubernetes

S b Jle oleas Joo
Sl Cuial 5 (Lgian

RSCIRW PCRIN [

o>loe 5,5 KYC 5l 518
SOC § 520 Jale
bzl gl jemme Jole
GSSL o )L, 5 cuse
ez

5,5 olaie

drwgs olfinghy
adpioy slags,gld

oyl

Klloghd] @llass 2§ 8

o | !

il e,

| !

ols; (5 y5ld dnugs oS )5
old, UL &y atly) (puid
OS5

JCTSV

ol o510l g ol
5 tpgsilyS pae 5o (SO
ali b gy K50, Slayagd
so9leS Cual 4y 138 ol

Jols slaJS5g b olus]
EIRCIOH Wt

(PAKE) 315,35 5

sl sl il ()
Slbls)l gw s J,

sloasis [0 5,00

.S

o Ll 6 )

sl o ! cal
5 basags e il
Sl cbls sle Sl

Jae slaaslols

o5, ylgie

Sile il Sloas =5 15

5 olbls)l oKiags,
Sl (g j5lis

5 &) Kpe) g s
[ R N
A ioy slagslid arwys

PSP

2 sl wslazel B
sl ;o ol (5 Lo
IR O9R

o5, ylgie

R édj|)|

LolS,15 @ lasine

Y




Ol joy gezol

Iranian Socisy o Cryptology

S ol o o831
(Ol S5 oy )

1P+ 8 olo s YA cdiccls duw 59, 50 (co3g0] slaolS IS ganle; aali

oS ool (Fixiuo oBLG1D i gusolS pole g (8L ) casidlD

26)}5)-3 J—’“

Vi —VP2Y

1F:¥e — 10z

Voo 2 VFYS

e = 1o

Yeree — 1Y

Qe — Voo

Ao — QY

ceelw

Lol 9

(LB aiesla) Hlsla

slo bl sl Ll
e g 2l
Saligr Judod g yusSre

BULIRY

bloe cosol 5

G
%

Sl Glaasis el
Solene 9,55, L5G L
Zero Trust

o5, ylgie

Ll

S8l g3 pal) g poe
Sy Sl

0 0l; S e S e
Sopteez Sy LSl

ol yf

15970l (6 b el
b, gens sloasly
i i lel

|

S

G908, 1S Lo 31 1,8

Gy Dl St s
Sals sl Sl ol
29 el il o Sk

LLM ol izl

sl J'w«:‘ (eI

Sox \s'L',

o5, ylgie

ool e oS58

OrplS Sy Sl

ol olStils

pole 5 (smiige laog S
S Risls gl

9 B i 00Sails
Sy olBzsls Sgumals’

G0

PSP

[

saabils Les 53locmel

ol il

salls QJAg &byl
3 fisinio (Sl
el g ol slolis

Silwosly b S
el gl ]S

ol !

Is Jelos gla s,

L)
2 550058 Sl

gl slaailols

[

ol !

o5, ylgie

slaibls coidl o5 5

sbaills coidl 055

9 pole oaSiiags
b 555 slags sl

oid .>n\5|)|

a0 Wy IS
[(EURNY %)) (Sxo

SIS g M58l o

S o] CalS b aags

Soal jo eghan Jhga

s oy as 8
HB lagy s 4 Dlayags

sl g s

aedan APT wllee S
3 oolaiulegun b
Zero-Day (s il

olf)lf le.'\.:

Gl S5
= Silwe ymd Sl jo
Ll 3190l Splees,s RSN a4l )l

Sl portanss (B
el g glis Dlaags
3y

S9L poren; (Byxo
Sl g Slid Slagags

ey

o5, ylgae

oKy o ylpiol olKils

4 iy (Slas,gld dnngs

Sl paadt A
pr Lol 5 S

oKy oylgial olKisls

iy Slas gk dngs

Sl (paadt dins
B

ssimalyl

Lolf, 15 lasie

S5 peead B b 4 6550 sladlls, oLl mlins 5 6 S el b 750 4 655 ladlle, oLl mls
33,5

A




S ol o o831
(Ol S5 oy )

il joy gezsl

nnnnnnnnnnnnnnnnnnnn

Loy 5y
Yy ekdle,

0 )5 (6 S el B 7 a3 (65550 sLAllw, (bl bl

Goan )

Loy (i Luot) S Lias!

J:un ol

Pl 9 el
< olgils

@,

08l owlodw dgozxo 50
67l Sy 555

6..\.9‘.0..\.0.%0
P L

S50 domo sy
olde

QLQ—&*G‘ et

o|5.$.>|.> pYE 3y

RNV N

oS g0l

soubas 125

G| dgozmo S0

3

o pl wolew

Frealbybl

198,56 pSpouas 03 b 4y oyl (ol )5 4ol b, s

Goan

Lol (i Lot SLcas!

Joo oo

plgpl
&S olgls

@,

F

gs’*a)gs'-*’“)";"

Sl (G

F50 Slobey low 50
Sobe Golo

&gz Lo puls

P50 Slely plowy JiS0
Sole @olo

o ool
Sy

835l 8 dgoo

Sdy (e JSS

Ololudlanbd

£



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

52 otals laasli
WS oAG1s = S o Jol ady as L

ST el Loy 255 145l Jokamo @

L».».w 9 oo‘)M ULSJ.C “5)){.: w).».ol 5‘5:‘).790 dobold ‘uwy)é" Q‘).&.b GLJ)SLJ M)M‘ h)‘JJM U_w—‘ Lacl o

L
Ol oSS - S pidin Jol 4y a5l
SOYS 5 5900 S0 143l Jghwo 9 ool cuiglos @

9 ‘50‘,0 o|9.> sob‘)la.c‘j uL‘?LH.a ‘G.»L..c u.,...m.\.w “_@)M Cyo e@l.?p} dol..o.\w 401:79»‘59..»9.9 raLu Lacl o
=) A

iy gk oSS - g0 4 5L
Gl Siglaw 280 1 a5l Jghmmo g (poxil cuiolos @

JUls 5Ll g, a5 gl Lo jawes (s lail Lo pude (soex! Golodese wlioel> by 8 topezil suisles @
(5>L.:.> Qoo 9



Al b0y ezl S ol Tk oSS
QRIS (o8 2853 )

JL&H»‘ 9 oo iy

oS pRly8 g o 5 oyl Sie (bl obul Gua L « sl g ol a85» cosls Cosal g 3o, il S ail> o

Al caslal jo ogd oo 135 5 ools ol 059> Sl BLI g ol pae (bemails (laasie e pwiine Jolss lp (5
ol ol Jletil g auel a8lS jisu [ canS e L oS Lo

(OLSE) LS (el anys @

(Cryg) g oly 5 pslis @

Gls e

st e

by b @

3o el @

30y s slail),y 05,5 @

(PSS 9 slags,sld 3 ,)8 5 annss @
Slgyl ol @

L ®

Olpl cle @

el slon Jug, @

Y s @

onely @

SPr o - Olre @

b oSl e

M sl - Sledbl (g,0lid 5 Dlbls | olKingsy @
@b (ol - ey Sg Sl mlio @
R B

Ol @

7S el olBENS (655l g ol S @

\Al



	پیشگفتار
	برگزارکنندگان و حامیان
	برگزارکنندگان
	حامیان معنوی
	حامیان مالی

	ساختار سازمانی کنفرانس
	فراخوان مقالات
	زمان‌بندی کنفرانس
	سخنرانی‌ها
	سخنرانان کلیدی
	سخنرانان مدعو

	نمایه مقالات
	کارگاه‌ها
	عناوین و ارائه‌دهندگان کارگاه‌ها
	اطلاعات کارگاه‌ها

	برترین‌ها
	رساله‌های برتر
	پایان‌نامه‌های برتر
	شاخه‌های دانشجویی برتر

	 کافه امید و اشتغال

